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Financial Institution Transformation
It is Not a Magic Box …It is a Business Strategy
The Financial Industry is in a period of major change. Consumers continue to migrate away from the
traditional Branch and Teller model while a growing number of business attempt to adapt to this new era.
“Branch Transformation” has been the buzz word in the industry for quite some time with manufacturers
offering their versions of a magic box as a solution. In many cases, these boxes have turned out to be failed
technology experiments at the Financial Institution’s expense.
If the goal is to improve consumer service while lowering costs, would it not be sensible to discover
what consumers want, then implement a strategy using the research to better serve them? These tools
will vary greatly dependent on the strategy developed by each institution. The first step to developing a
solution to any challenge is to define the questions first.

The team at Automated Transaction Delivery has
completed a series of studies to better understand the
consumer service challenge.

The result of this study will differ for each Financial Institution’s strategy and their long-term objectives. A
few examples are: What devices will be used for delivery, the outstanding foundation technology and all
possible future delivery technology.

What Method of Service do Consumers Prefer?
Financial Institutions and the corporations that provide them with products have been historically
slow adopters of new technology. The best method to determine consumer preference is to research other
industries who have been much quicker to adapting to the latest consumer service trends and developing the
technology to serve them. We at Automated Transaction Delivery completed a study looking at many other
consumer service industries and the businesses who developed leading strategies solving the consumer
service challenge. These industries include travel, retail, fast food, and convenience.
In each of these, the business strategy was the same; Let the technology deliver the transactions while people
focus on consumer service. These industries continue to develop the tools to enable self-service first where the
result is improving efficient consumer service while continually lowering operational costs

These industries continue to develop the
technology to enhance the ability for consumers
to process their own transactions and enabling
their staff to focus on consumer service.
•

•

Southwest Airlines is a leader in developing a
Self Service First Strategy. Their latest assisted
self-service kiosk that has improved efficiency
to the point that TSA is challenged with the
change in traffic volume.
Walmart has developed a self-service kiosk and
have doubled from 4 kiosks per attendant to 8.

Consumer preference has also migrated to these devices and consumers will wait for this option rather than
go to a traditional checkout clerk.

How Do Consumers Prefer to Pay for Goods and Services?
Understanding how consumers pay for goods and services is vital to developing a strategy to provide
them with access to the methods to pay. The key to any consumer self-service deliverable is the payment
card. Understanding their function and trends is important to any business strategy. They enable access to
deliver consumer transactions and will likely retain their leading role in consumer preference in payments
for the foreseeable future.
The method to understand card trends start with the
2 major sub categories: Credit and Debit.
The trend for credit cards indicates a decline with
the 3rd leading group being consumers that have no
credit cards (29%) at all and the number of credit
cards per consumer follows this trend. In the period
of this study the average consumer ownership of
credit cards reduced from 3.1 to 2.6.
The decline in the number of credit cards that consumers own combined with debit cards are only second to cash
in consumer preference and use. This data indicates the lag in mobile adoption and preference by consumers. The
2014 Federal Reserve Payment study results indicate that 71% of consumers use payment cards while only 27%
reported mobile and continued in a 5-year forecast.

Card Fraud
Card fraud continues to be a challenge driven by major data breeches and skimming. The late adoption of EMV
technology by the U.S. has made them the global leader in card skimming fraud. The misunderstanding about
EMV chips and skimming is that if the magnetic stripe is present on a payment card they are susceptible to
skimming.

Card Replacement
The current card base in the U.S. is about 454 million and the prevalence of card fraud continue to drive the
requirement to replace 1 in 5 annually or 91 million cards reissued a year. The standard 5-7-day reissue time is a
major inconvenience for consumers. The efficient delivery of new and replacement cards should be considered in
any business transformation strategy while a growing number of instant issue solutions are available to enable
this capability that is vital to consumers.

Consumers Prefer Self-Service First
Self-Service and the introduction of Assisted Self-Service continue to be the most important channel for
any Financial Institution. While branch traffic declines and mobile apps struggle to gain momentum, the
ATM and its growing functionality continue to be the choice of most consumers.

Consumers continue to indicate that convenience is the leading factor in deciding where to obtain
their financial services. The definition of convenience continuously changes based on the day of the week
or time of day that consumers are looking to complete transactions. The recent trend shows they are
migrating to later times in the day or in the week, whereas Saturdays now lead in the most transactions
delivered.
Location, Location, Location
The location where consumers prefer service is also
following the trend in migration of branch traffic.
Traditionally placing an ATM at the existing branch to
provide basic transactions when the facility is closed
was the best approach. A current study follows that
trend where consumers are preferring to use SelfService in more convenient locations such as strip
malls and retail stores
What does Self-Service Really Cost?
In determining the true cost of SelfService, we must look beyond the evident
cost of the device and maintenance. What
is the cost in deposits and accounts when
consumer convenience is lost to a
competitor? If these devices are another
means of delivering transactions we
should look at it from that perspective. If
we look at Self-Service for convenience it is a far better value than a traditional branch ($59K-$3k Per month)
and the results are the same from a transaction delivery ($1.60- $.50 per transaction) perspective.

What Methods of Service Do Consumers Prefer?
Current Data
Consumer service preference and trends can be
determined by the rate that they use each channel. For
this study, we segmented these channels into 3 groups,
Traditional Branch and Teller, Mobile and
Assisted\Self Service. The trends in each of these
channels have been continuous for some time and are
not likely to change. The traditional branch and teller
channel continues to decline with a majority of this
migration going to new mobile solutions. Self-Service
support by new Assisted Self-Service solutions
continue to lead with almost half of the transactions
being delivered by this channel.
Branch and Teller
Current data indicates that this method continues its decline, in fact Bank of America has announced that it is
using a 5-year period to determine if “Branch Banking” is at all viable. The continuing growth in labor costs and
the decline in teller economies of scale\volume make this the most expensive way to deliver transactions. The
current consumer preference migration will likely not change this decline.
Mobile
Even if the hysteria of “Cash is Dead” and “Mobile is the Future” may be true, eventually, mobile technology
continues to be very slow in adoption and consumer preference. Many other countries globally are accepting this
technology but in the US consumers continue to look toward other methods that they believe are more secure and
easy to use.
Assisted\Self Service
This segment includes the ATM, Branch Transformation and Assisted Self-Service solutions. This method
continues to lead consumer preference, replacing the decline in branch and teller and loosing little ground to
mobile. Self Service is a well-established means that consumers are accustom to and look for, in fact, the ability
provide convenience fee free transaction continues to be a concern.
The Tools that Enable Your Business Strategy
The business strategy that each Financial Institution develops will determine the proper tools and investments to
make. Each channel and the available tools have their benefits and weaknesses that we will look at individually
using the latest data available. We will attempt to remove some of the misleading information that has become
prevalent today.
Summary
The result of this data indicates that there is now one channel to delivery of consumer service. The declining
branch (as we know it currently) and the continuing preference in personal service indicate that a new “Branch”
is necessary. Mobile has been slower than expected in consumer acceptance making it a weary solution to choose
while self-service continues to lead in consumer preference. Developing a business strategy that aligns in
investment and focus with these results is likely the best model to use.

Mobile is the Future…Not Exactly the Present
Mobile Technology
Mobile continues to be the biggest “buzz” and some are
recommending abandoning all the other channels to offer
just mobile. The current data indicates this to be a mistake
for today’s consumer. Currently only 33% of consumers
use mobile for financial services which leaves 67%
preferring other methods of consumer service. The major
challenge with mobile is the fact that the prevalence in the
use of cash remains strong and growing in volume.
What functionality do Mobile Users Use? The current Federal Reserve Mobile Study indicates that the 33% of
consumers using they use it primarily for informational (Monitoring Accounts and receiving alerts) while
transactions continue to lag led by account transfers. These current users continue to look to the Branch and
Self-Service for most of their transactional needs.

Summary
Mobile technology is the future and must be part of any transformation strategy, but only if the objective is to
serve current consumers. The overstatement “Death of Cash” is noted in current Federal Reserve circulation data.
50% of remaining consumers indicating no interest in the channel even if offered. Also, the continual security
concerns of most consumers in this technology with growing numbers of data breaches and technology hacking
lure interest away. These factors will only drive the advancement of other channels to deliver consumer service
for the foreseeable future.

Branch Transformation Enabling Consumer Service
The Financial Institution Branch continues to play an important role in the delivery of consumer service even
though some have declared it past its usefulness. Consumers continue to prefer personal service for advice, new
accounts and wealth management. If the branch is to remain viable it must evolve by reducing costs and
becoming more consumer service based rather than transactional cash management locations.
Integration Enabling Technology
Branch Device integration should be based on what is referred to as a “core integration.” These solutions should
be core integrated to enable the ability to deliver as much of the teller transaction set as possible .
Service Enabling Devices
There are a growing number of transaction enabling devices that are being introduced by an increasing number
of providers. These devices and their use have the goal of aiding or removing current requirements from branch
staff allowing them to focus on consumer service. We will now look at each of these in general terms.
• Teller Cash Recycler
Teller cash recycling technology removes much of cash management
requirements from consumer service personnel. They improve security,
enhance counterfeit detection and speed transactions. They can be used
for the branch vault for buys and sells.
• Assisted Self-Service Kiosks
Assisted Self-Service kiosks are intended to supplement branch
personnel. They are designed to deliver the transactions to current
clients. This requirement makes a “core integration’ the preferred
method of enabling these devices. The attended environment allows for
the use of a reduced capacity device.
• Digital Media Marketing
Marketing to consumers as indicated by a BAI study is one of the top
solitons that Financial Institutions are interested in. Digital media
marketing has the capability to change your message at any time. The
solution also enhances the appearance of a leading-edge consumer
service provider.

Business Transformation What is the Real Cost?
There are a growing number supplier offering their version of a solution for Branch Transformation. Most of
these suppliers base their products on concepts that require development that they look to Financial Institutions
to finance. These quickly become technology experiments where the results, deliverable time and costs differ
greatly from what was proposed. Getting answers to these simple questions up front can save time, frustration
and long-term costs in solutions that may never deliver what was originally promised.

What Does It Do?
Transformation products are mainly market on concepts that are
long to develop if ever to deliver what was originally promised.
Knowing the answer to what it does NOW and what is a concept
will save the frustration of long term development pain.
When Will It Do It?
These concepts selling businesses underestimate the time to
develop new technology. The major challenge is in the
antiquated foundation technology that they are attempting to use
for development. Obtaining a fixed timeline for any promised
concepts is critical.
How Much Does It Really Cost?
The costs proposed by many suppliers are difficult to
understand and contain hidden costs. It is vital to know before
you start any transformation to understand the total cost of
ownership. Obtain a 5-year total cost commitment prior to
beginning any Transformation.

Look to New Technology for the Superior Solution

The Devices That Enable Self Service
The functionality you can offer will vary not only by Financial
Institution but by location and determining the right
functionality in the right place is key to your overall business
strategy. The options for functionality are growing with
technology and we can look at each aspect to assist the frequency
and scope of the deliverable. In locations where all current
Assisted Self-Service functionality has been enabled, allowing the
consumer to choose what services they wanted and how they were
delivered, Self-Service cash delivery remained the leading option.
Cash Delivery
Cash delivery remains the priority by consumers and the
immediate and convenient access to cash should be a
priority in any business strategy. The devices that
deliver cash are quite economical allowing for many to
be placed in convenient locations with little investment.
Deposits
The opinion that deposit acceptance is not something
that should be considered because check usage
continues to decline is a misleading idea. Deposit
automation was originally designed for the acceptance
of checks but currently this functionality is following
cash and check trends. The acceptance of cash deposits are far surpassing checks currently which continues to
make deposit functionality a consideration for consumer service.
Assisted Self Service\Video Enabled
Assisted Self-Service like any technology has its benefits
and challenges. If the objective is to provide personal
service after branch hours or in convenient locations this
technology will deliver that capability. As indicated in
our transactional data when given the option consumers
will choose self-service first for most transactions. This indicates that video enabled personal service alone is
likely not a good option that will result in longer transaction times and cost per transaction

The Transformation is only as good as the technology that enables it.
The technology that Financial Institutions use currently to enable the devices that deliver consumer
service is more than 50 years old and can be consider antiquated. The fixed servers and hard-wired
communications greatly inhibit the ability to develop and deliver any new functionality. This technology
continues to drive up the cost of maintaining existing or introducing any new solution. The traditional suppliers
of products are becoming old in their methods also. While they talk about new solutions it takes them years to
make them viable while they look for Financial Institutions to fund their technology experiments.

If the future is Mobile… Why not use the Technology that Enables it?
The current consensus and the obvious future is that mobile
consumer service is the future. The technology that enables
mobile devices uses a foundation that consists of cloud-based
computing capability and the flexibility of wireless
communications. It is simple agent (app) based where a
connectivity agent resides on the device and the capability
resides in the central (cloud) server. Currently the capability
exists to use this technology to enable a growing number of
new transformation solutions. This technology greatly reduces the cost of introducing new functionality and
maintaining existing. As the speed of new technology and requirements to apply security software continues to
grow this enabling technology will soon be a necessity.

Technology Enabled Business Model
In the many years leading up to now, Financial Institutions used the same Branch and Teller model to serve
consumers. The solution for growth was simple, build another branch with the prevailing opinion being “If you
build it they will come.” The rising cost of this model, the preference of the consumer and the growing
demand and changing opinion of convenience make a new approach necessary.
Hub and Spoke
The “Hub and Spoke” model has been used for distribution and service delivery for many years. In this model, a
central hub supports and enables many smaller distribution or service locations. In the case of the
Financial Institution, the branch offering
expanded personal service would act as the
hub while self and Assisted Self-Service
are the spokes. This model greatly reduces
operational coast while improving
convenient consumer service.
There is no single solution or model that fits every financial institution. These models will vary based on the size,
budget and goals of each. The technology applied will also vary based on the demographics is the area, the proximity
to the hub (branch) and the population they are intended to serve.

The Competition
You need look no farther than the largest Financial Institutions to understand the transformation model that is
currently prevalent. The 3 largest of these are currently using the same business model to transform their
businesses. They continue to develop their Mobile capability, gradually close branches and use technology to
improve the remaining. Also, they use Self-Service and Assisted Self-Service to provide convenience at a
fraction of branch cost.

What is the Transformation Solution?
The requirement for consumer service continues to migrate toward Self-Service first. If Financial
Institutions want to adapt with this developing market, then a transformation away from the traditional
methods of consumer service is needed. Transforming branches will only achieve part of the solution for
what has become the least preferred form of service. If the goal is to serve consumers, then a business
transformation is the best approach looking at all aspects of consumer service.

The Formula for the Solution is Simple
Does New Consumer Service on old Technology Make Sense?
Mobile is based on technology that includes cloud computing capability and the flexibility of wireless
communications. If we are eventually going to mobile, we should want to develop new solutions and taking
advantage of new technology. Integration is the key to providing seamless consumer service across all channels
and this developing technology achieves this. Relying and building upon old technology will only result in
another expensive integration eventually.
Is it about Transformation or Serving Consumers?
If the goal is to provide consumers with the greatest service available, we must develop the means to deliver it.
Consumers want Self-Service first in reliable, convenient locations and personal assistance when they need it.
Devices with the focus on self-service with the ability to include assistance when needed will supply
convenience. Remote maintenance capability will enhance reliability and achieve far superior results than the
current onsite service reliant model.
Is the Objective Efficient Consumer Service?
If we are looking to serve consumers in the most cost-effective manner we must look at it in the same manner.
Branches and cash managers (tellers) are the currently most expensive means to serve consumers. Building a
network including these full-service locations and a varying network of Self and Assisted Service kiosks will
prove to be the best value in providing consumers the service they are looking for today.

Branch Transformation Solutions

Business Transformation Solutions

Hosted
Solutions

It’s Not About the Box Anymore…

It’s What It Can Deliver

Automated Transaction Delivery is a systems integrator that develops custom solutions for Financial
Institutions. In 30+ years in the business of providing solutions to Financial Institutions we understand that
the objectives of each institutions vary greatly. We do not offer the latest box from the manufacturers but
design a custom solution to fit the needs of each organization. We use our Industry leading technology to
deliver the latest solutions at the industry’s leading reliability.

Maintenance in Minutes
Not Hours or Days

Technology in Months
Not Years

Complete Solutions
Automated Transactions Delivery offers a complete line of Hosted Solutions that enable any
institution to provide the right consumer service in the right place at the right time. These include
Branch efficiency tools like teller cash recyclers and Assisted self-service kiosks and a complete
line of business transforming solutions. Our solutions are Hosted Solutions where we have taken
the managed service concept to a new level. We develop fully integrated solutions that greatly
reduce the need for staff to worry about delivering transactions freeing their time to focus on what
counts consumer service.

Cash Delivery

Cash Management

Deposit Automation

Remote Teller

Windows 10 Ready

A Few Of Our Current Solutions

Appearance & Reliability

Simple Cash Delivery

Remote Deposit Automation

Cash Management

Branch Transformation

Remote Assisted Service

Cash Automated Branch

Micro Branch

What Solution Can We
Integrate for You?

Fred Wheeler, CTO
Automated Transaction Delivery
fred@atd-solutions.com
atd-solutions.com

Market
Comparison
60 Month Total Ownership Cost

Supporting Data
Integration Costs

Device Costs

Teller Unit Costs

Appalachian Community Federal Credit Union Partners with
Automated Transaction Delivery to Better Serve Small Communities

Gray, TN 6/1/2017- Appalachian Community Federal Credit Union (ACFCU) is an award-winning, socially responsible
financial cooperative serving communities in northeast Tennessee, southwest Virginia and eastern Kentucky. ACFCU
has partnered with Automated Transaction Delivery (ATD) to provide community and economic development to
underserved individuals and businesses in some of its most rural service areas through the use of advanced selfservice technologies.
ACFCU leaders knew the traditional branch and teller model was not financially sustainable in the most remote
potential service areas. They approached their current ATM provider, First Regents Banc Services, looking for a
solution to this difficult challenge. First Regents then reached out to the systems integrators at Automated
Transaction Delivery. Convinced of a potential solution, ACFCU applied for and won a $300,000 grant from the
Opportunity Finance Network, which provided the upfront capital to move forward. Its first virtual teller machine
went live in late May in Booneville, Ky.
The team at Automated Transaction Delivery, in keeping with its mission of using the latest technology to enable
the greatest delivery at the best possible value, proposed its Digital Banking Centers™ as a solution. Working with
its partner, Absolute Financial Services, ATD developed a system integrating the Nautilus Hyosung MX 8800
Assisted Self-service cash recycling device (MX8800) and its associated superior remote assistance software. The
device also integrates the enhanced self-service transaction capability of ELAN™ Financial Services and highavailability, PCI compliant connectivity provided by Ventus Global Networking Solutions for ease and flexibility of
network communications. The solution also includes many other services provided by our industry leading partners.
The solution uses the Self-Service first, assistance where needed method of consumer service adopted by many
industries. It currently delivers 70% of consumer required transactions in a self-service manner and assisted service
transactions using remote teller assistance and control functionality. It is also the first standalone device able to
perform assisted platform transactions, such as opening new accounts. Appalachian Community Federal Credit
Union and its partners at Automated Transaction Delivery continue to develop new technology to further enhance
the capability to service consumers in the most convenient, reliable and cost-effective manner.
About Automated Transaction Delivery
Automated Transaction Delivery is a Fintech company Founded in 2015 and led by its 30-year industry veteran and
CTO, Fred Wheeler and its 17-year veteran CEO, Trey Prats. We continue to focus solely on our mission of developing
technology to help community and regional financial institutions serve consumers and grow their business. Working
with our primary partners at Absolute Financial Services, an industry leading ATM provider and supported services
company, we will continue our relentless pursuit of locating and integrating the best products and services available.

Nautilus Hyosung America Partners with Automated Transaction
Delivery to Solve Banking Challenges
IRVING, Texas, July 17, 2017 /PRNewswire/ -- Nautilus Hyosung America (Hyosung), the largest and fastest growing
ATM provider in the United States, today announced its partnership with financial technology company, Automated
Transaction Delivery (ATD), to provide fully integrated solutions to financial institutions.
The foundation of the solution lies within Hyosung’s superior ATMs, assisted self-service devices and associated
software. Automated Transaction Delivery enables this technology through its patent pending cloud-based wireless
integration system. The result is a fully integrated solution with the latest software upgrades and state-of-the-art
features including remote remedy capability for enhanced reliability, software management to ensure PCI
compliance as well as hosted remote video conferencing and device control.
“Automated Transaction Delivery is proud to have Hyosung and our master vendor and reseller, Absolute Financial
Services, as our primary partners,” said Fred Wheeler CTO Automated Transaction Delivery. “It’s an easy partnership
to make based on their industry leading technology and their willingness to act as true partners without the market
restrictions and increased costs of other manufacturers and the unsurpassed level of support we receive from our
Master VAR.”
The partnership has already yielded superior results with projects like Appalachian Community Federal Credit Union
where Hyosung and ATD worked together to deliver all new Digital Banking Centers™. The new integration and
implementation consists of the Nautilus Hyosung MX8800 Assisted Self-service device with fully hosted cloud
enabling technology from Automated Transaction Delivery.
“There is a shift in the banking industry underway that is disrupting traditional bank branch and teller services,” said
Joe Militello, Vice President of Software Engineering at Nautilus Hyosung America. “We wanted to provide a custom
solution that would not only enhance the customer experience but would also help the traditional bank branch
operate more efficiently.”

About Nautilus Hyosung America
Nautilus Hyosung America is the North American subsidiary of South Korea-based Hyosung, Inc., a global leader in
providing ATMs to the retail off-premises and financial institution markets. Since entering the North American
market in 1998, Hyosung has become the largest and fastest growing provider of ATMs in the United
States. Hyosung is headquartered in Irving, Texas, and provides research and development support in its Global
Software Center in Dayton, Ohio.

About Automated Transaction Delivery
Automated Transaction Delivery is a FINTECH company formed in 2015 with one mission in mind, Use the Latest
Technology to enable the Greatest Delivery and provide the Best Value for Financial Institutions. We use our patent
pending cloud based \ wireless technology to develop custom solutions. We use our technology to “turn on” devices
integrating best in class products for a superior solution. Our current solutions include fully managed ATM’s to
include deposit automation and our Branch\Business Transforming Digital Banking Centers. We continue to develop
custom solutions like our soon to be released Account Management Kiosk and Managed Security Solution. Our new
Brandon Florida lab will add to our capability to provide solutions to challenges faced by Financial Institutions and
other Businesses.

To Discover the Solution For your Challenges
Nautilus Hyosung America
WEB: nhatm.com

Email: sales@nhausa.com

Tel: 877-496-7864

Automated Transaction Delivery
WEB: atd-solutions.com Email: sales@atd-solutions.com

Tel: 518-424-2637

Ventus Partners with Automated Transaction Delivery to Enable Advanced Video Banking
NORWALK, CT – July 10, 2017
Ventus Global Network Solutions, the leading provider of Managed Network-as-a-Service (NaaS) solutions for
financial institutions, has partnered with FINTECH company Automated Transaction Delivery to provide not only
branch but business transforming solutions for financial institutions. Ventus provides secure, reliable cost effective
wireless communications making advanced banking a viable solution in almost any location. This capability includes
wireless video conferencing enabling the personal service that expanding consumer service far beyond the
traditional ATM.
In just one notable case Appalachian Community Credit Union faced the challenge of keeping with their charter to
serve remote communities in the Appalachian Mountains. These small, remote locations made traditional branches
and standard fixed-line service an either insufficient, unavailable or unaffordable option. Ventus provided the robust
affordable wireless communications making the Automated Transaction Delivery Digital Banking Center™ the
solution that currently is the “Branch” in these communities.
“Ventus is excited to be part of such a powerful solution, helping remote communities get their banking needs
sufficiently met,” said Len Gaulin, Senior Account Executive for Ventus. “Our Ventus Managed NaaS solutions deliver
secure, high-bandwidth connectivity to all our financial institution partners and their customers, no matter where
they are located.”
“Automated Transaction Delivery chose Ventus to be our partner for their ability to provide superior flexible
communications enhancing our mission to use the latest Technology enabling the greatest Delivery at the best
Value” Fred Wheeler CTO Automated Transaction Delivery “We are proud to have Ventus as one of our key
partners”
About Ventus
Offering networks built and managed by ATM experts, Ventus helps credit unions and other financial institutions
achieve disruption-free, always on connectivity for their ATM and branch applications. Ventus Managed NaaS
solutions ensure end-to-end coverage with continuous monitoring and 24x7x365 technical support; helping
businesses save money and improve the end customer experience.
About Automated Transaction Delivery
Automated Transaction Delivery is a FINTECH company formed in 2015 with one mission in mind, Use the Latest
Technology to enable the Greatest Delivery and provide the Best Value for Financial Institutions. We use our patent
pending cloud based \ wireless technology to develop custom solutions and “turn on” devices integrating best in
class products for a superior solution. Our current fully managed solutions include functionality from the simplest
cash dispense, deposit automation and our Branch\Business Transforming Digital Banking Centers. We continue to
develop custom solutions in our new Brandon Florida lab like our Account Management Kiosk and Managed Security
Solution.

Regulation
Compliance

Americans
With Disabilities Act

Overview
On July 23, 2010 the ADA advisory board published its final ruling as it regards to ADA standards.
This “final rule” indicates the pending adoption of these standards by the Department of Justice.
Upon publication into the “Federal Register’ these rules will become law, publication is currently pending.
These final rules will take effect 6 months after the date on which they are published in the Federal
Register. Compliance with the 2010 Standards for Accessible Design is permitted after that date, but not
required until 18 months after the date of publication.
In brief they will be required 2 years after publication. July 23,2012

Application of Requirements
These rules will be applied to all ATM’s, there is no “safe harbor” granted to existing
units.
If “undue burden” is proven by the ATM owner, they can be granted an extension
until this “burden” is remedied.

Revised ADA Regulations
Implementing Title II and Title III
On Friday, July 23, 2010, Attorney General Eric Holder signed final regulations revising the
Department’s ADA regulations, including its ADA Standards for Accessible Design. These
regulations will be published in the Federal Register. The revised regulations will amend the
Department’s Title II regulation, 28 C.F.R. Part 35, and the Title III regulation, 28 C.F.R. Part 36.
Appendix A to each regulation includes a section by section analysis of the rule and responses to
public comments on the proposed rule. Appendix B to the Title III regulation discusses major
changes in the ADA Standards for Accessible Design and responds to public comments received
on the proposed rules. The Department’s Final Regulatory Impact Analysis will be posted on this
page as soon as it is available.
In general, these final rules will take effect 6 months after the date on which they are published in
the Federal Register. Compliance with the 2010 Standards for Accessible Design is permitted
after that date, but not required until 18 months after the date of publication. The Department has
prepared fact sheets identifying the major changes in the rules.

ADA Enforcement
Through lawsuits and settlement agreements, the Department of Justice has achieved
greater access for individuals with disabilities in hundreds of cases. Under general rules
governing lawsuits brought by the Federal government, the Department of Justice may not
sue a party unless negotiations to settle the dispute have failed.
The Department of Justice may file lawsuits in federal court to enforce the ADA, and
courts may order compensatory damages and back pay to remedy discrimination if the
Department prevails. Under title III, the Department of Justice may also obtain civil
penalties of up to $55,000 for the first violation and $110,000 for any subsequent violation.

New Standards For ATM
707 Automatic Teller Machines and Fare Machines
Advisory 707 Automatic Teller Machines and Fare Machines. Interactive transaction machines (ITMs),
other than ATMs, are not covered by Section 707. However, for entities covered by the ADA, the Department of
Justice regulations that implement the ADA provide additional guidance regarding the relationship between these
requirements and elements that are not directly addressed by these requirements. Federal procurement law
requires that ITMs purchased by the Federal government comply with standards issued by the Access Board
under Section 508 of the Rehabilitation Act of 1973, as amended. This law covers a variety of products, including
computer hardware and software, websites, phone systems, fax machines, copiers, and similar technologies. For
more information on Section 508 consult the Access Board's website at www.access-board.gov.
707.1 General. Automatic teller machines and fare machines shall comply with 707.

Advisory 707.1 General. If fare cards have one tactually distinctive corner they can be inserted with
greater accuracy. Token collection devices that are designed to accommodate tokens which are perforated can
allow a person to distinguish more readily between tokens and common coins. Place accessible gates and fare
vending machines in close proximity to other accessible elements when feasible so the facility is easier to use.

707.2 Clear Floor or Ground Space. A clear floor or ground space complying with 305 shall be
provided.
EXCEPTION: Clear floor or ground space shall not be required at drive-up only automatic teller
machines and fare machines.
305 Clear Floor or Ground Space

Figure 305.3 Clear Floor or Ground
Space

305.1 General. Clear floor or ground space shall comply
with 305.
305.2 Floor or Ground Surfaces. Floor or ground surfaces
of a clear floor or ground space shall comply with 302.
Changes in level are not permitted.
EXCEPTION: Slopes not steeper than 1:48 shall be
permitted.
305.3 Size. The clear floor or ground space shall be 30
inches (760 mm) minimum by 48 inches (1220 mm)
minimum.
305.4 Knee and Toe Clearance. Unless otherwise
specified, clear floor or ground space shall be
permitted to include knee and toe clearance complying
with 306.
305.5 Position. Unless otherwise specified, clear
floor or ground space shall be positioned for either
forward or parallel approach to an element.

Figure 305.5 Position of Clear Floor or Ground
Space

305.6 Approach. One full unobstructed side of the clear
floor or ground space shall adjoin an accessible route or
adjoin another clear floor or ground space.

Figure 305.7.1 Maneuvering Clearance in
an Alcove, Forward Approach

305.7 Maneuvering Clearance. Where a clear floor or
ground space is located in an alcove or otherwise confined
on all or part of three sides, additional maneuvering
clearance shall be provided in accordance with 305.7.1 and
305.7.2.
305.7.1 Forward Approach. Alcoves shall be 36 inches
(915 mm) wide minimum where the depth exceeds 24
inches (610 mm).

Figure 305.7.2 Maneuvering Clearance in
an Alcove, Parallel Approach

305.7.2 Parallel Approach. Alcoves shall be 60 inches
(1525 mm) wide minimum where the depth exceeds 15
inches (380 mm).

707.3 Operable Parts. Operable parts shall comply with 309. Unless a clear or correct key is provided,
each operable part shall be able to be differentiated by sound or touch, without activation.
EXCEPTION: Drive-up only automatic teller machines and fare machines shall not be required to
comply with 309.2 and 309.3.
309.1 General. Operable parts shall comply with 309.
309.2 Clear Floor Space. A clear floor or ground space complying with 305 shall be provided.
309.3 Height. Operable parts shall be placed within one or more of the reach ranges specified in 308.
308 Reach Ranges
308.1 General. Reach ranges shall comply with 308.
Advisory 308.1 General. The following table provides guidance on reach ranges for children
according to age where building elements such as coat hooks, lockers, or operable parts are
designed for use primarily by children. These dimensions apply to either forward or side reaches.
Accessible elements and operable parts designed for adult use or children over age 12 can be
located outside these ranges but must be within the adult reach ranges required by 308.
Children’s Reach Ranges
Forward or Side Reach Ages 3 and 4 Ages 5 through 8 Ages 9 through 12
High (maximum)

36 in (915 mm) 40 in (1015 mm)

44 in (1120 mm)

Low (minimum)

20 in (510 mm) 18 in (455 mm)

16 in (405 mm)

308.2 Forward Reach.

Figure 308.2.1 Unobstructed Forward Reach

308.2.1 Unobstructed. Where a forward reach is
unobstructed, the high forward reach shall be 48
inches (1220 mm) maximum and the low forward
reach shall be 15 inches (380 mm) minimum above
the finish floor or ground.
308.2.2 Obstructed High Reach. Where a high
forward reach is over an obstruction, the clear floor
space shall extend beneath the element for a distance
not less than the required reach depth over the
obstruction. The high forward reach shall be 48
inches (1220 mm) maximum where the reach depth is
20 inches (510 mm) maximum. Where the reach
depth exceeds 20 inches (510 mm), the high forward
reach shall be 44 inches (1120 mm) maximum and the
reach depth shall be 25 inches (635 mm) maximum.

Figure 308.2.2 Obstructed High Forward Reach

308.3 Side Reach.
308.3.1 Unobstructed. Where a clear floor or ground space allows a
parallel approach to an element and the side reach is unobstructed, the
high side reach shall be 48 inches (1220 mm) maximum and the low
side reach shall be 15 inches (380 mm) minimum above the finish floor
or ground.

Figure 308.3.1
Unobstructed Side Reach

EXCEPTIONS: 1. An obstruction shall be permitted between the
clear floor or ground space and the element where the depth of the
obstruction is 10 inches (255 mm) maximum.
2. Operable parts of fuel dispensers shall be permitted to be 54 inches
(1370 mm) maximum measured from the surface of the vehicular way
where fuel dispensers are installed on existing curbs
308.3.2 Obstructed High Reach. Where a clear floor or ground space allows a parallel approach to an
element and the high side reach is over an obstruction, the height of the obstruction shall be 34 inches (865
mm) maximum and the depth of the obstruction shall be 24 inches (610 mm) maximum. The high side
reach shall be 48 inches (1220 mm) maximum for a reach depth of 10 inches (255 mm) maximum. Where
the reach depth exceeds 10 inches (255 mm), the high side reach shall be 46 inches (1170 mm) maximum
for a reach depth of 24 inches (610 mm) maximum.
Figure 308.3.2 Obstructed High Side
EXCEPTIONS: 1. The top of washing machines and
Reach
clothes dryers shall be permitted to be 36 inches (915 mm)
maximum above the finish floor.
2. Operable parts of fuel dispensers shall be permitted to be
54 inches (1370 mm) maximum measured from the surface of
the vehicular way where fuel dispensers are installed on
existing curbs.

309.4 Operation. Operable parts shall be operable with one hand and shall not require tight grasping,
pinching, or twisting of the wrist. The force required to activate operable parts shall be 5 pounds (22.2 N)
maximum.
EXCEPTION: Gas pump nozzles shall not be required to provide operable parts that have an activating
force of 5 pounds (22.2 N) maximum.

707 Privacy
707.4 Privacy. Automatic teller machines shall provide the opportunity for the same degree of privacy of
input and output available to all individuals.
Advisory 707.4 Privacy. In addition to people who are blind or visually impaired, people with limited
reach who use wheelchairs or have short stature, who cannot effectively block the ATM screen with
their bodies, may prefer to use speech output. Speech output users can benefit from an option to
render the visible screen blank, thereby affording them greater personal security and privacy.
707.5 Speech Output. Machines shall be speech enabled. Operating instructions and orientation, visible
transaction prompts, user input verification, error messages, and all displayed information for full use shall
be accessible to and independently usable by individuals with vision impairments. Speech shall be
delivered through a mechanism that is readily available to all users, including but not limited to, an industry
standard connector or a telephone handset. Speech shall be recorded or digitized human or synthesized.
EXCEPTIONS: 1. Audible tones shall be permitted instead of speech for visible output that is not
displayed for security purposes, including but not limited to, asterisks representing personal
identification numbers.
2. Advertisements and other similar information shall not be required to be audible unless they
convey information that can be used in the transaction being conducted.
3. Where speech synthesis cannot be supported, dynamic alphabetic output shall not be required to
be audible.
Advisory 707.5 Speech Output. If an ATM provides additional functions such as dispensing
coupons, selling theater tickets, or providing copies of monthly statements, all such functions must be
available to customers using speech output. To avoid confusion at the ATM, the method of initiating
the speech mode should be easily discoverable and should not require specialized training. For
example, if a telephone handset is provided, lifting the handset can initiate the speech mode.
707.5.1 User Control. Speech shall be capable of being repeated or interrupted. Volume control shall be
provided for the speech function.
EXCEPTION: Speech output for any single function shall be permitted to be automatically interrupted
when a transaction is selected.
707.5.2 Receipts. Where receipts are provided, speech output devices shall provide audible balance
inquiry information, error messages, and all other information on the printed receipt necessary to complete
or verify the transaction.

EXCEPTIONS: 1. Machine location, date and time of transaction, customer account number, and the
machine identifier shall not be required to be audible.
2. Information on printed receipts that duplicates information available on-screen shall not be required
to be presented in the form of an audible receipt.
3. Printed copies of bank statements and checks shall not be required to be audible.
707.6 Input. Input devices shall comply with 707.6.
707.6.1 Input Controls. At least one tactilely discernible
input control shall be provided for each function. Where
provided, key surfaces not on active areas of display
screens, shall be raised above surrounding surfaces.
Where membrane keys are the only method of input, each
shall be tactilely discernable from surrounding surfaces and
adjacent keys.
707.6.2 Numeric Keys. Numeric keys shall be arranged in
a 12-key ascending or descending telephone keypad
layout. The number five key shall be tactilely distinct from
the other keys.

Figure 707.6.2 Numeric Key Layout

Advisory 707.6.2 Numeric Keys. Telephone keypads and computer keyboards differ in one significant
feature, ascending versus descending numerical order. Both types of keypads are acceptable, provided
the computer-style keypad is organized similarly to the number pad located at the right on most
computer keyboards, and does not resemble the line of numbers located above the computer keys
707.6.3 Function Keys. Function keys shall comply with 707.6.3.
707.6.3.1 Contrast. Function keys shall contrast visually from background surfaces. Characters and
symbols on key surfaces shall contrast visually from key surfaces. Visual contrast shall be either light-ondark or dark-on-light.
EXCEPTION: Tactile symbols required by 707.6.3.2 shall not be required to comply with 707.6.3.1.
707.6.3.2 Tactile Symbols. Function key surfaces shall have tactile symbols as follows: Enter or Proceed
key: raised circle; Clear or Correct key: raised left arrow; Cancel key: raised letter ex; Add Value key:
raised plus sign; Decrease Value key: raised minus sign.
707.7 Display Screen. The display screen shall comply with 707.7.
EXCEPTION: Drive-up only automatic teller machines and fare machines shall not be required to
comply with 707.7.1.
707.7.1 Visibility. The display screen shall be visible from a point located 40 inches (1015 mm) above the
center of the clear floor space in front of the machine.
707.7.2 Characters. Characters displayed on the screen shall be in a sans serif font. Characters shall be
3/16 inch (4.8 mm) high minimum based on the uppercase letter "I". Characters shall contrast with their
background with either light characters on a dark background or dark characters on a light background.
707.8 Braille Instructions. Braille instructions for initiating the speech mode shall be provided. Braille
shall comply with 703.3

Site Requirements
220 Automatic Teller Machines and Fare Machines220.1
General. Where automatic teller machines or self-service fare vending, collection, or adjustment machines
are provided, at least one of each type provided at each location shall comply with 707. Where bins are
provided for envelopes, waste paper, or other purposes, at least one of each type shall comply with 811.
Advisory 220.1 General. If a bank provides both interior and exterior ATMs, each such installation is
considered a separate location. Accessible ATMs, including those with speech and those that are
within reach of people who use wheelchairs, must provide all the functions provided to customers at
that location at all times. For example, it is unacceptable for the accessible ATM only to provide cash
withdrawals while inaccessible ATMs also sell theater tickets.
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New York
ATM Safety Act
Overview
This document is developed to provide guidelines regarding ATM consumer safety. It is based on the NY ATM Safety
act which has the strictest regulations in the US. All state regulations will vary but NY provides the blue print that
most follow.

75-b. Definitions. For purposes of this article, the following terms shall have the following meanings:
1. "Access device" means a card, code, or other means of access to a consumer's account, or any combination thereof, that may
be used by the consumer for the purpose of initiating electronic fund transfers.
2. "Automated teller machine" means a device which is linked to the accounts and records of a banking institution and which
enables consumers to carry out banking transactions, including, but not limited to, account transfers, deposits, cash
withdrawals, balance inquiries, and loan payments.
3. "Automated teller machine facility" means an area within the dominion and control of a banking institution comprised of
one or more automated teller machines and any adjacent space which is made available to banking customers after regular
banking hours.

4. "Adequate lighting" means
(a) with respect to an automated teller machine facility located within the interior of a building, lighting, on
a twenty-four-hour basis, which permits a person entering such facility to readily and easily see all persons
occupying such facility, and which permits a person inside such facility to readily and easily see all persons
at the entry door of such facility.
b) with respect to an open and operating automated teller machine facility open to the outdoor air, and
any defined parking area, lighting during nighttime hours according to the following standards:
1. a minimum illuminance of ten candle foot power is
maintained on a horizontal plane at a point five feet
outward from and five feet above the ground surface from
the automated teller machine;
2. a minimum illuminance of two candle foot power is maintained
on a horizontal plane at a point fifty feet in all unobstructed
directions from the automated teller machine, measured at a point
five feet above the ground surface; and if an outdoor automated
teller machine is located within ten feet of the corner of a building
and the automated teller machine facility is generally accessible
from the adjacent side, there shall. be a minimum illuminance of
two candle foot power along the first forty unobstructed feet of
the adjacent side of the building
(c) with respect to a defined parking area, a minimum of two candle foot power in that portion of the parking
area within sixty feet of the automated teller machine facility

5. "Banking institution" means any state or federally chartered bank, trust company, savings bank, savings
and loan association, or credit union, whether headquartered within or outside of the state, that operates one or more
automated teller machine facilities within the state.
6. "Candle foot power" means the light intensity of candles measured on a horizontal plane thirty-six inches above ground level
and five feet in front of the area to be measured.
7. "Regular banking hours" means the time at which an office of a banking institution is open to the banking public for normal
transaction of business.
8. "Nighttime hours" means the period of time beginning thirty minutes after sunset and ending thirty minutes before sunrise.
9. (a) "Defined parking area" means that portion of any parking area open for and accessible to customers of a banking
institution which is:
(1) contiguous to any paved walkway or sidewalk within fifty feet of an automated teller machine facility;
(2) regularly, principally and lawfully used for parking by users of the automated teller machine facility while conducting
transactions at such automated teller machine facility; and
(3) owned or leased by the operator of the automated teller machine facility or owned or otherwise controlled by the party
leasing the automated teller machine facility site to the banking institution.
(b) The term "defined parking area" does not include any parking area which is not open or regularly used for parking by the
users of the automated teller machine facility or the conduct of transactions during nighttime hours. For this purpose, the
parking area is not open if it is physically closed to access or if conspicuous signs indicate that it is closed.

75-c. Security measures Every banking institution shall maintain the following security measures with respect to
each of the automated teller machine facilities within its dominion and control:

2. Adequate lighting. (See 75- b 4 Above)
(5) complaints concerning security in the automated teller machine facility should be directed to the banking institution's
security department or the banking department, together with telephone numbers for such complaints, and that the nearest
available public telephone should be used to call the police if emergency assistance is needed.
75-d. List of facilities. Any banking institution which operates an automated teller machine facility shall file a list of such
facilities with the department, including the street addresses, intersecting streets, hours of operation, and the telephone
number of the banking institution's security department. Such information shall also be filed with the department with respect
to each additional automated teller machine facility within a reasonable time, as specified by the superintendent, from the date
upon which such facility commences operation. The department shall make such list available on request of local law
enforcement agencies and other local governmental entities.
75-e. Consumer safety information. Upon the original issuance or reissuance of an automated teller machine facility access
device, the issuing banking institution shall provide its customers with written information concerning safety precautions to be
employed while using an automated teller machine facility. Such written information shall include, at a minimum, the
information described in paragraph (d) of subdivision three of section seventy-five-c of this article.
75-f. Enforcement and statistics.
1. The department is authorized to enforce this article.
2. Statistics of crimes associated with the use of automated teller machine facilities compiled and maintained by any law
enforcement agency shall be made available upon the request of any banking institution or the department

75-g. Report of compliance. Within one year after the effective date of this article, and each year thereafter, every
banking institution which has an automated teller machine facility which is in operation on such date and such date
every year thereafter shall submit a written report to the department on a form prescribed by the superintendent,
certifying that such automated teller machine facility is in compliance with the provisions of this article or any
variance or exemption that has been granted, or if such facility is not in compliance with such provisions, such report
shall state the manner in which such facility fails to meet such requirements, the reasons for such non-compliance
and a plan to remedy any such non-compliance
75-h. Compliance with local building code and all other applicable provisions of law. Unless otherwise provided in
this article, nothing contained in this article shall be construed to exempt or relieve any banking institution from
complying with all relevant provisions of the local building code and all other applicable provisions of law.
75-i. Facilities not subject to this article. The provisions of this article shall not apply to any unenclosed automated
teller machine located in any building, structure or space whose primary purpose or function is unrelated to banking
activities, including but not limited to supermarkets, airports, school buildings, and public buildings, provided that
such automated teller machine shall be available for use only during the regular hours of operation of the building,
structure, or space in which such machine is located.
75-j. Civil penalties. 1. Any banking institution found to be in violation of any provision of section seventy-five-c (75c. Security measures) of this article shall correct the violation within ten business days after such finding. Where a
banking institution fails to correct said violation within such period of time, the superintendent may in a proceeding
after notice and a hearing, require any banking institution to pay a civil penalty in a sum not to exceed two
thousand five hundred dollars for each and every offense, provided, however, that the aggregate penalty for all
offenses with respect to any one automated teller machine facility in any one proceeding shall not exceed ten
thousand dollars. For the purposes of this article, each violation of section seventy-five-c of this article shall be
considered a separate and distinct violation.
2. Any banking institution found to be in violation of the provisions of section seventy-five-g (75-g. Report of
compliance of this article shall be liable for a civil penalty of not more than one thousand dollars for each automated
teller machine facility for which a report has not been filed. Any banking institution which makes a material false
statement or material omission in any report filed pursuant to section seventy-five-g of this article shall be liable for
a civil penalty of not more than five thousand dollars for each such report.

3. Whenever payment of a civil penalty is required under this article, the superintendent shall execute a written
order to that effect. A copy of such order shall be filed in the office of the department and a second copy shall,
within three days of execution, be served upon such banking institution either personally or by registered or
certified mail, return receipt requested, directed to the banking institution's principal place of business. Such order
may be reviewed in the manner provided by article seventy-eight of the civil practice law and rules. Such special
proceedings for review as authorized by such section must be commenced within thirty days from the service of
such order. Such section shall in no way limit any of the powers granted to the superintendent under any provision
of this chapter.
75-k. Collection of penalties. The superintendent shall have the discretion to report to the attorney general any
failure, after due notice, to make payments of penalties incurred under this article. The attorney general shall,
thereupon, in the name of the superintendent, or of the people of the state, institute such actions or proceedings as
the facts may warrant.
75-l. Preemption. 1. Except as provided in subdivision two of this section, this article shall supersede and preempt all
rules, regulations, codes, statutes or ordinances of all cities, counties, municipalities, and local agencies regarding
customer safety at automated teller machine facilities.
2. To the extent that any security measures inconsistent with or in addition to the provisions of section seventy-fivec of this article are in effect, on the date on which this article becomes a law, in any city having a population of one
million or more, pursuant to any rules, regulations, codes, statutes or ordinances regarding customer safety at
automated teller machine facilities duly enacted by such city on or before the date on which this article becomes a
law, such security measures shall continue to be required within such city; provided, however, that the enforcement
of any such security measures shall be enforced by the superintendent.
75-m. Variances and exemptions from automated teller machine security measures. 1. Except in cities having a
population of one million or more, and in accordance with the guidelines set forth in this article, the superintendent,
pursuant to rules and regulations promulgated by the superintendent, and upon written request of a banking
institution, may approve variances which provide substitute security measures that are substantially as safe as the
requirements of any of the security measures contained in this article, or exemptions from such measures, with
respect to an automated teller machine facility or facilities operated by such banking institution;
2. In no event, however, shall the superintendent vary or exempt any such measures unless he or she shall have
received the following items, in form and substance satisfactory to him or her:
(a) a resolution or declaration of the governing body of the city, village, or town in which such automated teller
machine facility is located consenting to any such variance or exemption; and
(b) written certification from the banking institution's security officer, appointed in accordance with federal law,
that, in his or her professional judgment, either the variance will provide security measures which are substantially
as safe as those which are otherwise required by this article or the exemption is warranted, as applicable; and
(c) in the event the request for any such variance or exemption is premised upon the impracticability or burdensome
expense that would result from compliance with the security provisions contained in this article, and such
impracticability or expense is attributable to the manner in which the building in which such automated teller
machine facility is, or is to be, located, constructed, configured or otherwise situated, written certification to such
effect from an expert with competence in the areas of renovation and/or design, as may be appropriate; and
(d) such other evidence or information as the superintendent may, in his or her sole discretion, deem appropriate or
necessary.
75-n. Rules and regulations. The superintendent shall promulgate such rules and regulations as necessary to define
and implement the provisions of this article.

75-o. Severability. If any word, phrase, clause, sentence, paragraph, section or part of this article shall be adjudged
by any court of competent jurisdiction to be invalid, such judgment shall not affect, impair or invalidate the
remainder thereof, but shall be confined in its operation to the word, phrase, clause, sentence, paragraph, section or
part thereof directly involved in the controversy in which judgment shall have been rendered.
21. Section 43 of the banking law is amended by adding a new subdivision 10 to read as follows:
10. A statement of banking institutions, as defined in article II-AA of this chapter, which have been granted a
variance or exemption from automated teller machine security measures. The statement shall include a listing of the
number of variance or exemption applications received and granted; the name of the banking institution which
received a variance or exemption; the geographic location of the automated teller machines subject to the variance
or exemption; and, the general conditions or terms of the variance or exemption.
22. This act shall take effect immediately, except that section nine of this act shall expire and be deemed repealed
on June 1, 1997; section ten of this act shall take effect on June 1, 1997; and sections twenty and twenty-one of
this act shall take effect on the first day of January next succeeding the date on which it shall have become a law.
REPEAL NOTE.--Section 142-b of the banking law, repealed by section seven of this act, permitted an out-of-state
bank holding company to acquire a bank or bank holding company in this state only if the laws of such holding
company's principal state permitted a comparable acquisition by a New York bank holding company either
without limitation or on a reciprocal basis and required a New York bank holding company to obtain the
superintendent of bank's approval to make an acquisition in a reciprocal state. Section 225 of the banking law,
repealed by section thirteen of this act, prescribed the grounds for denial by the superintendent of banks of an
application by an out-of-state bank to establish one or more branch offices in this state. Section 227-a of the
banking law, repealed by section sixteen of this act, gave the superintendent of banks the authority to revoke the
authority of an out-of-state bank to operate a branch office and prescribed the grounds on which such action
could be taken.
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PCI
Data Security Standard

Compliance Requirements Overview

This document is developed by Fred Wheeler, Automated transaction Delivery to provide a
simple overview of the PCI DSS (Data Security Standard) regulation. It is a supplement and
addition to the previous PCI PSS (Pin Security Standard) and is developed to provide
standard with which financial transactions are transmitted.

PCI DSS 2.0
12 Basic Requirements

Security Controls and Processes for PCI DSS Requirements
The goal of the PCI Data Security Standard (PCI DSS) is to protect cardholder data wherever it is
processed, stored or transmitted. The security controls and processes required by PCI DSS are vital for
protecting cardholder account data, including the PAN – the primary account number printed on the front of
a payment card. Merchants and any other service providers involved with payment card processing must
never store sensitive authentication data after authorization. This includes sensitive data that is printed on a
card or stored on a card’s magnetic stripe or chip – and personal identification numbers entered by the
cardholder. This chapter presents the objectives of PCI DSS and related 12 requirements.

Build and Maintain a Secure Network
In the past, theft of financial records required a criminal to physically enter an organization’s business site.
Now, many payment card transactions (such as debit in the U.S. and “chip and pin” in Europe) use PIN
entry devices and computers connected by networks. By using network security controls, entities can
prevent criminals from virtually accessing payment system networks and stealing cardholder data.

Requirement 1: Install and maintain a firewall and router configuration to protect cardholder data
Firewalls are devices that control computer traffic allowed into and out of an organization’s network, and
into sensitive areas within its internal network. Firewall functionality may also appear in other system
components. Routers are hardware or software that connects two or more networks. All such devices are in
scope for assessment of Requirement 1 if used within the cardholder data environment.
1.1 Establish firewall and router configuration standards that formalize testing whenever configurations
change; that identify all connections to cardholder data (including wireless); that use various technical
settings for each implementation; and stipulate a review of configuration rule sets at least every six
months.
1.2 Build firewall and router configurations that restrict all traffic from “untrusted” networks and hosts,
except for protocols necessary for the cardholder data environment.
1.3 Prohibit direct public access between the Internet and any system component in the cardholder data
environment.
1.4 Install personal firewall software on any mobile and/or employee-owned computers with direct
connectivity to the Internet that are used to access the organization’s network.
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
The easiest way for a hacker to access your internal network is to try default passwords or exploits based
on default system software settings in your payment card infrastructure. Far too often, merchants do not
change default passwords or settings upon deployment. This is akin to leaving your store physically
unlocked when you go home for the night. Default passwords and settings for most network devices are
widely known. This information combined with hacker tools that show what devices are on your network can
make unauthorized entry a simple task – if you have failed to change the defaults.
2.1 Always change vendor-supplied defaults before installing a system on the network. This includes
wireless devices that are connected to the cardholder data environment or are used to transmit cardholder
data.
2.2 Develop configuration standards for all system components that address all known security
vulnerabilities and are consistent with industry-accepted definitions. Update system configuration standards
as new vulnerability issues are identified.
2.3 Encrypt using strong cryptography all non-console administrative access such as browser/web based
management tools.
2.4 Shared hosting providers must protect each entity’s hosted environment and cardholder data (details
are in PCI DSS Appendix A: “Additional PCI DSS Requirements for Shared Hosting Providers.”)

Protect Cardholder Data
Cardholder data refers to any information printed, processed, transmitted or stored in any form on a
payment card. Entities accepting payment cards are expected to protect cardholder data and to prevent
their unauthorized use – whether the data is printed or stored locally, or transmitted over a public
network to a remote server or service provider.
Requirement 3: Protect stored cardholder data
In general, no cardholder data should ever be stored
unless it’s necessary to meet the needs of the business.
Sensitive data on the magnetic stripe or chip must never
be stored. If your organization stores PAN, it is crucial to
render it unreadable (see 3.4, and table for guidelines).

Requirement 4: Encrypt transmission of cardholder data across open, public networks
Cyber criminals may be able to intercept transmissions of cardholder data over open, public networks so it
is important to prevent their ability to view these data. Encryption is a technology used to render transmitted
data unreadable by any unauthorized person.
4.1 Use strong cryptography and security protocols such as SSL/TLS, SSH or IPsec to safeguard sensitive
cardholder data during transmission over open, public networks (e.g. Internet, wireless technologies, Global
System for Mobile communications [GSM], General Packet Radio Service [GPRS]). Ensure wireless
networks transmitting cardholder data or connected to the cardholder data environment use industry best
practices (e.g., IEEE 802.11i) to implement strong encryption for authentication and transmission. The use
of WEP as a security control is prohibited.
4.2 Never send unprotected PANs by end user messaging technologies.

Maintain a Vulnerability Management Program
Vulnerability management is the process of systematically and continuously finding weaknesses in an
entity’s payment card infrastructure system. This includes security procedures, system design,
implementation, or internal controls that could be exploited to violate system security policy.
Requirement 5: Use and regularly update anti-virus software or programs
Many vulnerabilities and malicious viruses enter the network via users’ e-mail and other online activities.
Anti-virus software must be used on all systems affected by malware to protect systems from current and
evolving malicious software threats.
5.1 Deploy anti-virus software on all systems affected by malicious software (particularly personal
computers and servers).
5.2 Ensure that all anti-virus mechanisms are current, actively running, and generating audit logs
Requirement 6: Develop and maintain secure systems and applications
Security vulnerabilities in systems and applications may allow criminals to access PAN and other
cardholder data. Many of these vulnerabilities are eliminated by installing vendor-provided security patches,
which perform a quick-repair job for a specific piece of programming code. All critical systems must have
the most recently released software patches to prevent exploitation. Entities should apply patches to lesscritical systems as soon as possible, based on a risk-based vulnerability management program. Secure
coding practices for developing applications, change control procedures and other secure software
development practices should always be followed.
6.1 Ensure that all system components and software are protected from known vulnerabilities by having the
latest vendor-supplied security patches installed. Deploy critical patches within a month of release.
6.2 Establish a process to identify and assign a risk ranking to newly discovered security vulnerabilities.
Risk rankings should be based on industry best practices and guidelines. Ranking vulnerabilities is a best
practice that will become a requirement on July 1, 2012.
6.3 Develop software applications (internal and external and including web-based administrative access) in
accordance with PCI DSS and based on industry best practices. Incorporate information security
throughout the software development life cycle.
6.4 Follow change control processes and procedures for all changes to system components.
6.5 Develop applications based on secure coding guidelines and review custom application code to identify
coding vulnerabilities. Follow up-to-date industry best practices to identify and manage vulnerabilities
6.6 Ensure all public-facing web applications are protected against known attacks, either by performing
code vulnerability reviews at least annually or by installing a web application firewall in front of public-facing
web applications.

Implement Strong Access Control Measures
Access control allows merchants to permit or deny the use of physical or technical means to access PAN
and other cardholder data. Access must be granted on a business need to know basis. Physical access
control entails the use of locks or restricted access to paper-based cardholder records or system hardware.
Logical access control permits or denies use of PIN entry devices, a wireless network, PCs and other
devices. It also controls access to digital files containing cardholder data.
Requirement 7: Restrict access to cardholder data by business need to know
To ensure critical data can only be accessed by authorized personnel, systems and processes must be in
place to limit access based on need to know and according to job responsibilities. Need to know is when
access rights are granted to only the least amount of data and privileges needed to perform a job.
7.1 Limit access to system components and cardholder data to only those individuals whose job requires
such access.
7.2 Establish an access control system for systems components with multiple users that restricts access
based on a user’s need to know and is set to “deny all” unless specifically allowed.
Requirement 8: Assign a unique ID to each person with computer access
Assigning a unique identification (ID) to each person with access ensures that actions taken on critical data
and systems are performed by, and can be traced to, known and authorized users. Requirements apply to
all accounts, including point of sale accounts, with administrative capabilities and all accounts with access
to stored cardholder data.
8.1 Assign all users a unique user name before allowing them to access system components or cardholder
data.
8.2 Employ at least one of these to authenticate all users: something you know, such as a password or
passphrase; something you have, such as a token device or smart card; or something you are, such as a
biometric.
8.3 Implement two-factor authentication for remote access to the network by employees, administrators,
and third parties. For example, use technologies such as remote authentication and dial in service
(RADIUS) with tokens; terminal access controller access control system (TACACS) with tokens; or other
technologies that facilitate two-factor authentication. Using one factor twice (e.g. using two separate
passwords) is not considered two-factor authentication.
8.4 Render all passwords unreadable during storage and transmission, for all system components, by
using strong cryptography.
8.5 Ensure proper user identification and authentication management for non-consumer users and
administrators on all system components.
Requirement 9: Restrict physical access to cardholder data
Any physical access to data or systems that house cardholder data provides the opportunity for persons to
access and/or remove devices, data, systems or hardcopies, and should be appropriately restricted.
“Onsite personnel” are full- and part-time employees, temporary employees, contractors, and consultants
who are physically present on the entity’s premises. “Visitors” are vendors and guests that enter the facility
for a short duration - usually up to one day. “Media” is all paper and electronic media containing cardholder
data.
9.1 Use appropriate facility entry controls to limit and monitor physical access to systems in the cardholder
data environment.
9.2 Develop procedures to easily distinguish between onsite personnel and visitors, especially in areas
where cardholder data is accessible.
9.3 Ensure all visitors are authorized before entering areas where cardholder data is processed or
maintained; given a physical token that expires and that identifies visitors as not onsite personnel; and are
asked to surrender the physical token before leaving the facility or at the date of expiration.

9.4 Use a visitor log to maintain a physical audit trail of visitor information and activity, including visitor
name and company, and the onsite personnel authorizing physical access. Retain the log for at least three
months unless otherwise restricted by law.
9.5 Store media back-ups in a secure location, preferably off site
9.6 Physically secure all media.
9.7 Maintain strict control over the internal or external distribution of any kind of media. Classify
media so the sensitivity of the data can be determined.
9.8 Ensure that management approves any and all media moved from a secured area, especially when
media is distributed to individuals.
9.9 Maintain strict control over the storage and accessibility of media.
9.10 Destroy media when it is no longer needed for business or legal reasons.

Regularly Monitor and Test Networks
Physical and wireless networks are the glue connecting all endpoints and servers in the payment
infrastructure. Vulnerabilities in network devices and systems present opportunities for criminals to gain
unauthorized access to payment card applications and cardholder data. To prevent exploitation,
organizations must regularly monitor and test networks to find and fix vulnerabilities
Requirement 10: Track and monitor all access to network resources and cardholder data
Logging mechanisms and the ability to track user activities are critical for effective forensics and
vulnerability management. The presence of logs in all environments allows thorough tracking and analysis if
something goes wrong. Determining the cause of a compromise is very difficult without system activity logs.
10.1 Establish a process for linking all access to system components to each individual user – especially
access done with administrative privileges.
10.2 Implement automated audit trails for all system components for reconstructing these events: all
individual user accesses to cardholder data; all actions taken by any individual with root or administrative
privileges; access to all audit trails; invalid logical access attempts; use of identification and authentication
mechanisms; initialization of the audit logs; creation and deletion of system-level objects.
10.3 Record audit trail entries for all system components for each event, including at a minimum: user
identification, type of event, date and time, success or failure indication, origination of event, and identity or
name of affected data, system component or resource.
10.4 Using time synchronization technology, synchronize all critical system clocks and times and implement
controls for acquiring, distributing, and storing time.
10.5 Secure audit trails so they cannot be altered.
10.6 Review logs for all system components related to security functions at least daily
10.7 Retain audit trail history for at least one year; at least three months of history must be immediately
available for analysis.
Requirement 11: Regularly test security systems and processes
Vulnerabilities are being discovered continually by malicious individuals and researchers and being
introduced by new software. System components, processes, and custom software should be tested
frequently to ensure security is maintained over time. Testing of security controls is especially important for
any environmental changes such as deploying new software or changing system configurations.
11.1 Test for the presence of wireless access points and detect unauthorized wireless access points on a
quarterly basis. Typical methods are wireless network scans, physical/logical inspections of system
components and infrastructure, network access control (NAC), or wireless IDS/IPS.

11.2 Run internal and external network vulnerability scans at least quarterly and after any significant
change in the network. After passing a scan for initial PCI DSS compliance, an entity must, in subsequent
years, pass four consecutive quarterly scans as a requirement for compliance. Quarterly external scans
must be performed by an Approved Scanning Vendor (ASV). Scans conducted after network changes may
be performed by internal staff.
11.3 Perform external and internal penetration testing, including network- and application-layer penetration
tests, at least annually and after any significant infrastructure or application upgrade or modification.
11.4 Use network intrusion detection systems and/or intrusion prevention systems to monitor all traffic at
the perimeter of the cardholder data environment as well as at critical points inside of the cardholder data
environment, and alert personnel to suspected compromises. IDS/IPS engines, baselines, and signatures
must be kept up to date.
11.5 Deploy file integrity monitoring tools to alert personnel to unauthorized modification of critical system
files, configuration files or content files. Configure the software to perform critical file comparisons at least
weekly.

Maintain an Information Security Policy
A strong security policy sets the tone for security affecting an organization’s entire company, and it informs
employees of their expected duties related to security. All employees should be aware of the sensitivity of
cardholder data and their responsibilities for protecting it.
Requirement 12: Maintain a policy that addresses information security for all personnel
12.1 Establish, publish, maintain, and disseminate a security policy that addresses all PCI DSS
requirements, includes an annual process for identifying vulnerabilities and formally assessing risks, and
includes a review at least once a year and when the environment changes.
12.2 Develop daily operational security procedures that are consistent with requirements in PCI DSS.
12.3 Develop usage policies for critical technologies to define their proper use by all personnel. These
include remote access, wireless, removable electronic media, laptops, tablets, handheld devices, email and
Internet.
12.4 Ensure that the security policy and procedures clearly define information security responsibilities for
all personnel.
12.5 Assign to an individual or team information security responsibilities defined by 12.5 subsections.
12.6 Implement a formal security awareness program to make all personnel aware of the importance of
cardholder data security.
12.7 Screen potential personnel prior to hire to minimize the risk of attacks from internal sources. Example
screening includes previous employment history, criminal record, credit history, and reference checks.
12.8 If cardholder data is shared with service providers, maintain policies and procedures to formally
identify service provider responsibilities for securing cardholder data, and monitor service providers’ PCI
DSS compliance status at least annually.
12.9 Implement an incident response plan. Be prepared to respond immediately to a system breach

Compensating Controls for PCI DSS Requirements
Compensating controls may be considered for most PCI DSS requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of compensating
controls. In order for a compensating control to be considered valid, it must be reviewed by a qualified
assessor. The effectiveness of a compensating control is dependent on the specifics of the environment in
which the control is implemented, the surrounding security controls, and the configuration of the control.
Entities should be aware that a particular compensating control will not be effective in all environments. See
PCI DSS, Appendices B and C for details.

PCI
Windows 10
Overview
Microsoft will be ending support for Windows 7 will end on January 14, 2020 which will mark the end of any
possibility that Windows 7 will be PCI Compliant. A majority of the ATM’s in the US currently function on
Windows 7 based software with a few remaining on Windows XP. The devices and systems that are
functioning on Windows XP are at a growing risk of fraud where criminals are taking advantage of the lack
of support and security improvements to breach these systems. Windows 7 will likely follow the same path
when support ends January 14, 2022.

Upgrading to Windows 10 Alone Does Not Make You Safe and PCI Compliant
Upgrading devices to the Windows 10 Operating system only provides part of the solution for PCI DSS.
The requirement is to “Ensure that all system components and software are protected from known
vulnerabilities by having the latest vendor-supplied security patches installed.” The investment in
upgrading device to Windows 10 only enables access to the latest security patches supported by Microsoft.
Making the major investment in Windows 10 upgrades or device replacement will not make these devices
PCI compliant or take advantage of the enhanced security offered.

Software Management
Software Maintenance programs have been offered strongly encouraged since Windows operating systems
were introduced into ATM’s. The constant improvement capability offered thru Windows made software
maintenance more of a requirement then a luxury. The continual migration toward software as a service
where major new versions are far less frequent while constant upgrading of existing software is becoming
the standard makes software management a growing requirement. Existing Software Maintenance
programs for ATM only allow to access to patches and updates. The growing complexity and frequency of
the updates makes software management a growing need. Software Management ensures timely delivery
of the proper patches for security and reliability.

Software as A Service
All software continues to be developed as a service with continual upgrading and improvement as the standard.
Windows 10 delivers constant updates and periodic make enhancements of which there have been 3 to date. All
software developers and providers have migrated to this standard. In the case of ATM these are referred to as point
releases which apply fixes for any issues discovered and functionality enhancements.

The Solution for Current Software Requirements
Investing in Windows 10 Upgrades will Not make you PCI Complaint
The Security Patches must be Deployed to the Devices
Software as A Service Requires Device Updates
At least Quarterly Software Updates are required for Security and Reliability
Software Maintenance Programs Only Provide Access to Updates
Software updates must be delivered to function.

A Software Management Program
Is Required for Current Software to Deliver Its Functionality
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